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SPEC KIT 277:  Library Public Access Workstation Authentication (October 2003)

By Lori Driscoll, University of Florida
http://www.arl.org/spec/SPEC277WebBook.pdf

In reaction to the events of September 11, 2001, as well as several widely reported misuses of campus computer networks, computer systems administrators have re-examined network access policies.  While systems administrators have moved to restrict access to information assets, librarians have worked to support barrier-free access that protects users’ privacy.

This survey was distributed to the 124 ARL member libraries in May 2003 to gather data on how users at public access workstations are authenticated; what is driving IT policy changes in libraries; who is involved in policy decision-making; how access controls have affected services; how, with tight campus IT security, Federal Depository libraries are meeting the information needs of the public; and other questions.  Sixty-seven libraries (54%) responded to the survey.

SPEC KIT 278:  Library Patron Privacy (November 2003)

By Peter E. Murray, University of Connecticut
http://www.arl.org/spec/SPEC278WebBook.pdf

The protection of patron data from disclosure has a long history in the ethics of the library profession.   An analysis of applicable state and local laws was beyond the scope of this survey, as well as the review of an institution’s vulnerabilities and risks.  Instead, this survey focused on policies and procedures – and staff and patron awareness of these – in preparation for an institution’s review and update of their current policies and procedures.

The survey was divided into three major areas:  general statements on the privacy of patron data, a review of the treatment of specific patron transaction records, and privacy policy development.  The bulk of the survey reviewed the treatment of specific types of patron data records.  For each of these types of records, a series of questions was asked exploring the development of specific privacy policies for staff and statements for the public.  Record retention length and the reasons why records are kept were examined, as was the accessibility of records to library staff and departments beyond the library.  Fifty-eight of the 124 ARL member libraries (47%) responded to this survey. 
Principles to Guide Efforts to Improve Computer and Network Security 
for Higher Education (August 2002)
http://www.educause.edu/ir/library/pdf/SEC0310.pdf

An invitational workshop at Columbia University was held to articulate the core values of higher education, with the goal of ensuring that such a set of principles would guide colleges and universities as they decide how to improve the security of computers and networks.  The workshop was sponsored by the National Science Foundation and organized by the EDUCAUSE/Internet2 Computer and Network Security Task Force.

Based on research in principles articulated by a variety of academic groups (for example, the American Association of University Professors and the American Library Association) and statements by invited experts, the group proposed that higher education’s efforts to improve computer and network security be guided by six principles:  1) civility and community, 2) academic and intellectual freedom, 3) privacy and confidentiality, 4) equity, diversity, and access, 5) fairness and process, and 6) ethics, integrity, and responsibility.


The workshop concluded that computer and network security are an essential requirement for the support and protection of the core values of higher education.  Simultaneously, it is important that we not imprudently implement security policies or procedures that undercut higher education’s fundamental principles.  The resulting set of principles is not intended to bind institutions, but to serve as a starting point for campus discussions about computer and network security.

Additional Resources:
Association of Research Libraries SPEC Kits

http://www.arl.org/spec/
EDUCAUSE/Internet2 Computer and Network Security Task Force

http://www.educause.edu/security
IT Security and Higher Education:  A Legal Perspective

http://www.educause.edu/ir/library/pdf/csd2746.pdf
NSF-Lamp Project: Identifying Where Technology Logging and Monitoring for Increased Security End and Violations of Personal Privacy and Student Records Begin

http://www.aacrao.org/publications/catalog/NSF-LAMP.pdf
Privacy in a Networked Environment

http://www.educause.edu/issues/issue.asp?issue=privacy
Security vs. Anonymity:  The Debate over User Authentication and Information Access
http://www.educause.edu/ir/library/pdf/ERM0022.pdf
